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1
Decision/action requested

At SA3#88, the following requirement was included in TS 33.501, clause 5.8: 
“A man in the middle could attempt bidding down by making the UE and the network entities respectively believe that the other side support only security features of an earlier release when both sides in fact support security features of a later release. It shall be ensured that bidding down, in the above sense, can be prevented”
The discussion in this paper motivates the pCR in the companion contribution S3-173128. 
The present contribution is a slightly modified re-submission of S3-172401. The modifications can be seen from the revision marks.
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Discussion
Problem description: 

In a later 5G phase, 3GPP may decide to have stand-alone SEAFs, not co-located with any AMFs, whereas in 5G phase 1, co-located AMF / SEAF entities are assumed. The motivation for such a decision may be a trust model that assumes that certain AMFs cannot be fully trusted, while the SEAF can always be trusted. We do not want to discuss the merits of such a trust model here. We just assume that it is the purpose of the agreed requirement in clause 5.8 (quoted in section 1 above) to keep the door open to such an evolution of the 5G security architecture, without facing the risk of bidding down between releases. 

The bidding down risk is the following: In inter-AMF mobility in 5G phase 1, an AMF may obtain its KAMF from a neighbouring AMF. But, in a later 5G phase, the only way an AMF could obtain its key KAMF was directly from the stand-alone SEAF, not from any other AMF, so that the security of KAMF was not dependent on the security of any other AMF. 

This potential security gain in the later phase could, however, be nullified if an attacker, acting as a man-in-the-middle, could trick the UE into believing that the phase 2 network was implemented according to 5G phase 1 while the network was tricked into believing that the phase 2 UE was implemented according to 5G phase 1.
It was mentioned during the discussions at SA3#88Bis that it could suffice if the AMF sent the information about the features supported by the network (e.g. whether the network was built according to phase 1 or phase 2), protected with the usual NAS security. However, it has been argued that, in a future release, there may be a new trust model such that not all AMFs are trusted in the same way as the SEAF, e.g. when an AMF resides in an exposed location. We do not know yet whether such a trust model that is different from the one used in 5G phase 1 will ever apply, but it seems prudent to prepare for it because bidding down protection cannot be introduced in a later phase any more; and it seems acceptable to prepare for it if the proposed solution is rather lightweight. 


We discuss in the present contribution how this can be prevented. 
Solution idea: 
It seems widely accepted that the key hierarchy for 5G phase 1 contains a key KSEAF, the anchor key that the SEAF obtains from the AUSF, and a key KAMF derived by the SEAF for the AMF. The KSEAF shall never leave the SEAF, which means, for 5G phase 1, that KSEAF shall never leave the co-located SEAF/AMF. 

The simple idea now is that UE and SEAF exchange indicators that signal to the other side according to which phase the UE and SEAF were built. Both indicators are then used as input to the derivation of KAMF from KSEAF. In this way, a man-in-the-middle cannot achieve bidding down by modifying the indicators as, otherwise, UE and SEAF will derive different keys KAMF (assuming the SEAF can be trusted). The indicators can, hence, be sent unprotected. 
Instead of the term ‘phase’, we propose to use the term ‘FeatureSet’, which may allow some more flexibility in the future (and may be more compatible with 3GPP drafting rules). 

Detailed solution: 

· A UE shall include the parameter ‘FeatureSetUE’ in the initial NAS registration message, where this parameter may take values m=1, 2, … In 5G phase 1, the UE shall set m=1. The AMF forwards this parameter to the SEAF.

· The SEAF shall be able to accept any value of m. (This requirement is meant to take care of the case, that may occur in a later phase, where a phase 1 SEAF communicates with a phase 2 UE.)
· A SEAF shall submit the parameter ‘FeatureSetSEAF’ to the AMF where this parameter may take values 
n=1, 2, … (Alternatively, the AMF can be assumed to be configured with it.) The AMF includes it in the NAS Security Mode Command following initial registration. In 5G phase 1, the SEAF shall set n=1.

· The UE shall be able to accept any value of n. (This requirement is meant to take care of the case, that may occur in a later phase, where a phase 1 UE communicates with a phase 2 SEAF.)
· UE and SEAF then use the following as input to the key derivation of KAMF from KSEAF: 
“FeatureSetSEAF” || n || “FeatureSetUE” || m 
(where “…” denotes a textstring)
· The parameters FeatureSetSEAF and FeatureSetUE do not need to be explicitly integrity-protected as they are implicitly protected by being input to the derivation of KAMF.
It is proposed in the companion pCR to include the above in the normative part of TS 33.501, together with the following 

Editor’s Note: It is ffs whether sending the parameters FeatureSetUE and FeatureSetSEAF in explicit signalling is to be mandated for UEs and SEAFs built according to phase 1, or can be omitted, as sending them does not carry additional information in phase 1. If the parameter is omitted then the value m=1 or n=1, respectively, is assumed by the receiving side.

Note that the UE and network need to be prepared to receive such signalling even in phase 1, to be prepared for later phases, so this needs to be tested. 

Appendix: Potential use of the parameter FeatureSet in later 5G phases.
It may be useful to take the following considerations into account when using the ‘FeatureSet’ parameters in a later 5G phase. 
Use case stand-alone SEAF:

· The only use case for the ‘FeatureSet’ parameters mentioned so far in SA3 discussions is introducing, in a later 5G phase, the feature of stand-alone SEAFs and the implied change in the derivation of KAMF keys. Let us assume that support for this feature (in addition to the features already defined in phase 1) is identified by setting the values for FeatureSet to m=2 and n=2 respectively, while the values m= 1 and n=1 mean support for 5G phase 1 only. 

· Let us now assume that, in a later 5G phase, n and m have different values when exchanged during registration. When at least one of m or n equals 1, then UE, SEAF, and the AMFs shall derive KAMF according to 5G phase 1. When m =n=2, UE, SEAF, and the AMFs shall derive KAMF according to the release that introduced the stand-alone SEAF. 

Further potential use cases: 

· Further use cases may be discovered during the work on later 5G phases. 
· When a UE signals support for a FeatureSetUE with value m, and the SEAF signals support for a FeatureSetSEAF with value n, and m and n are different, then it needs to be clear from the specs according to which specification (from which release) UE and SEAF (and AMF) shall behave. When a greater value for ‘FeatureSet’ always implies a larger set of supported features then simply min(m,n) could be selected. 

· If found useful in later releases, an additional key KSEAFint could be derived from KSEAF that would never leave the SEAF. This key KSEAFint could be used between UE and SEAF for protecting additional messages between SEAF and UE, e.g. some sort of fine-grained information about the security features supported by various entities in the network, in which the SEAF is present. Note that the SEAF is always in the signalling path during authentications, and can be taken into the loop by the AMF in other NAS signalling. The UE would know whether to expect such additional signalling by being informed about it through the value of the parameter ‘FeatureSetSEAF’. 

